
Whether your nonprofit is brand new or well established, large or small,
there's a scammer looking for a crack in your security.  

According to a report by the Association of Certified Fraud Examiners,
nonprofit organizations were the victims in 9% of the reported fraud
cases and suffered a median loss of $60,000 between January 2020 and
September 2021.

Compliance letter scams are quite prevalent and hard to spot. Newly
formed nonprofits commonly fall victim to them because the state and
federal compliance requirements are confusing and still new to them.
But long-time nonprofits are also getting caught off guard by these.
 
It pays to stay vigilant.
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Beware of Compliance Letter Scams
One type of scam on the rise comes in a very official looking envelope. 

The letter or form inside looks legit. They will offer you services to
assist you with compliance issues that you think you need,
but are either not necessary or can be obtained for free.

What To Look For ...

Be addressed from an official sounding entity, such as "Corporate
Compliance Center: Annual Minutes Compliance Notice." "Periodic
Report Service Form." "Certificate of Status Request" or similar wording.
Contain a government department (real or fake) logo.
Include accurate details about your organization, such as the official
name and corporate address, the EIN number, and even the name of one
or more current board members.
It will be making what appears to be a legitimate request for information
to confirm or correct existing data.
There will be a deadline date by which to comply....
... AND there will be a fee to pay... often with a convenient
return envelope.

Scam letters will often include these elements:



Be on the alert! Protecting the integrity and assets of your nonprofit is
always a priority.  

New or old, every nonprofit organization is at risk for this type of scam.
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With so many projects and details to juggle managing the day-to-day operation
of a nonprofit you might think just pitching a scam request in the trash is the
best solution. You didn't fall for it so no harm done, right?

While that may be the easiest way for you to handle it, it does nothing to help
solve this growing problem.

If you receive any type of scam request, by mail or email, please take time to
report it to your State's Attorney General's office, specifically, the Consumer
Protection Division. 

Hopefully, as more organizations take the time to share evidence and
complaints, legal action against the individuals and businesses engaged in this
type of fraud will be pursued and successfully thwarted.

Real Life Examples 

To help you learn to spot the frauds, some actual compliance scam letters
received by nonprofit organizations are included with this document.
Identifying information has been blurred out for privacy reasons. 

Two of the organizations are well established. Two are only a few months old
and received the compliance scam shortly after registering with the state.

Can you spot the giveaway details?

Yellow highlighting has been added to at least one giveaway detail on each of
the real life examples. Would you have noticed them? Spot any others?

The 501-C scam is particularly clever as the instruction sheet looks just like an
IRS instruction booklet.

 What to do if you receive a scam request ...












